ATTACHMENT A………………………HIPAA Breach Penalties

HIPAA Breach Penalties:

Penalties for Beach:  Penalties for violation of HIPAA have been established under HITECH as indicated below.  The penalties do not apply if the covered entity did not know (or by exercising reasonable diligence would not have known) of the violation or if the failure to comply was due to a reasonable cause and was corrected within thirty (30) days.

Penalties will be based on the covered entity’s responsibility for the HIPAA violation.  The Secretary of HHS will base its penalty determination on the nature and extent of both the violation and the harm caused by the violation.  The Secretary still will have the discretion to impose corrective action without a penalty in cases where the person did not know (and by exercising reasonable diligence would not have known) that such workforce member committed a violation.

The maximum penalty is $50,000 per violation, with a cap of $1,500,000 for all violations of an identical requirement or prohibition during a calendar year.

The minimum civil monetary penalties are tiered based upon the entity’s perceived responsibility for the HIPAA violation, as follows:

Tier A – If the offender did not know

· $100 for each violation, total for all violations of an identical requirement during a calendar year cannot exceed $25,000.

Tier B – Violation due to reasonable cause, not willful neglect
· $1,000 for each violation, total for all violations of an identical requirement during a calendar year cannot exceed $100,000.

Tier C – Violation due to willful neglect, but was corrected

· $10,000 for each violation, total for all violations of an identical requirement during a calendar year cannot exceed $250,000.

Tier D – Violation due to willful neglect, but was NOT corrected
· $50,000 for each violation, total for all violations of an identical requirement during a calendar year cannot exceed $1,500,000.
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