
STATE OF NEVADA
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF CHILD AND FAMILY SERVICES 
Health Insurance Portability and Accountability Act (HIPAA)

CONFIDENTIALITY AGREEMENT

For Employees, Contractors, Temporary Workers, Students, Interns, Externs, Voluntary Workers or Other Workforce Members as defined by the Division
I acknowledge that during the course of performing my assigned duties at the Division I may have access to, use of, or disclose information which is protected by federal and state law.  I hereby agree to consider this information as confidential and handle such information in a confidential manner at all times during and after my employment and commit to the following obligations:

A. I will use and disclose information received only in connection with and for the purpose of performing my assigned duties.
B. I will request, obtain or communicate information only as necessary to perform my assigned duties and shall refrain from requesting, obtaining or communicating more information than is necessary to accomplish my assigned duties.

C. I will take reasonable care to properly secure all information on my computer and will take steps to ensure that others cannot view or access such information.  When I am away from my workstation or when my tasks are completed, I will log off my computer or use a password protected screensaver in order to prevent access by unauthorized users.  All information I transmit by email, fax or other electronic means will be secured in accordance with Department and Division guidelines.

D. I will not disclose my personal password(s) to anyone. I will not record or post passwords in an accessible location and will refrain from performing any tasks using another person’s password. 
E. I will use and disclose information solely in accordance with HIPAA Privacy and Security Rules.  I also agree to comply with any Division HIPAA Training requirements.  
F. I will immediately report any unauthorized use or disclosure of any information of which I become aware to my supervisor or the Division’s HIPAA Privacy Officer.
G. If I am a supervisor/manager, I acknowledge I am responsible to ensure all employees, contractors, temporary workers, students, interns, externs, voluntary workers or any other workforce member under my supervision, signs the Division’s HIPAA Confidentiality Agreement, and completes all required training.
I understand and agree my failure to fulfill any of the obligations set forth in the Agreement and/or my violation of any terms of this Agreement may result in my being subject to appropriate disciplinary action, up to and including termination of employment in accordance with the Rules for State Personnel Administration (NAC 284) and the State of Nevada Department of Health and Human Services Incompatible Activities – Prohibition and Penalties.
I understand, if my Division is a covered entity or I work in a covered component of the Divison, the civil monetary and/or criminal penalties for misuse or misappropriation of protected health information outlined in the Health Insurance Portability & Accountability Act (HIPAA) can be levied against me personally as well as the Division.  Civil penalties can range from $100 per violation to a current annual maximum of $1.5 million or as determined by federal or state law depending on the type of violation.  Criminal penalties can also be imposed.
My signature below acknowledges I have read and understand this document.  Should I have any questions, I will ask my supervisor or the Division’s HIPAA Privacy Officer.
______________________________________
____________________________________

Signature





Date

______________________________________
____________________________________

Print Name Clearly




Program and Location
Employment Status:
(
Employee



(
Contractor




(
Intern/Extern




(
Student




(
Volunteer




(
Temporary Worker




(
Other (Specify) ______________________
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