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I. POLICY

It is the policy of the Division of Child and Family Services (DCFS) Children’s Mental Health Programs to ensure the safety and well being of all clients who are served in DCFS residential programs. To that end, whenever feasible, DCFS will use video camera system technology to monitor certain areas of client’s residential programs including observation and seclusion rooms, day rooms, corridors and hallways, and other locations which are not readily observed by DCFS staff.  

II. PURPOSE

The purpose of this policy is to provide guidance with regard to the use of video camera system technology in DCFS residential programs and the maintenance and use of records and protected health information (PHI) which is generated by this technology.
IV. PROCEDURES AND PRACTICE GUIDELINES

The use of video camera system technology in DCFS residential programs is not meant to supplant child supervision and/or DCFS staff and client interactions.  Rather it is intended to supplement those supervision and interaction expectations by enhancing safety and well being for both children and DCFS staff. The use of video camera system technology creates images of clients created for security and administrative purposes; these images are considered PHI.  
These recordings may be used to investigate abuse or neglect of children served in DCFS residential programs and may be preserved for investigative purposes.  In addition, they may be used to report to law enforcement agencies and may be preserved in the incident report file.
All video camera tapes are maintained according to the DCFS archival policy as part of the client record.  Medical records staff are responsible for ensuring the safety and confidentiality of these records once the client’s case is closes and purged for archive purposes.  These video records are considered PHI and are therefore subject to all federal requirements and state law with regard to PHI and disclosure of PHI.  Each legally responsible person shall sign the Acknowledgment of Video Camera Images and Protected Health Information Form (Attachment A).
A. Prohibitions in the Use of Video Camera System Technology

Video camera system technology used in DCFS residential programs is not to be placed in individual client bedrooms, bathrooms, or shower areas.   

There will be at least one DCFS employee who is assigned to maintain the video camera system technology in each DCFS residential program.  In the event the assigned DCFS employee is not available or not reachable after hours, DCFS staff is to contact the assigned on-call supervisor(s) and/or Clinical Program Manager(s) up to and including the DCFS Deputy Administrator for assistance and instructions if the video recording system is broken or altered.
DCFS staff is prohibited from tampering with or disabling video camera system technology unless the staff member has been assigned responsibility by the DCFS Administrator or the DCFS Deputy Administrator or their delegate(s) for maintaining the functionality of the video camera system.  

Any DCFS staff not assigned responsibility for maintaining the video camera system technology that is found to be tampering with and/or disabling the video camera system may be disciplined, up to and including termination. 

D. Expectation of Privacy by DCFS Staff and other DCFS Employees
DCFS staff and employees that are within range of the video camera system have no expectation of privacy regarding any of their activities that are recorded.  Any and all images and records of whatever sort generated by the video camera system may be used in investigations and/or complaints and with respect to disciplinary action.
DCFS staff is required to sign the Acknowledgment of the Use of Video Camera Technology Form (Attachment B).  
E. Expectation of Privacy for DCFS Clients and Visitors

At intake and admission, DCFS staff is responsible for informing the legally responsible person about the use of the DCFS video monitoring system in residential programs.  The legally responsible person will sign the sign the Acknowledgment of Video Camera Images and Protected Health Information Form (Attachment A) at admission.  If the legally responsible person is unable to sign the form or refuses to sign the form, DCFS staff is required to immediately   notify the supervisor and program manager.
F. Video and Image Archive Capacity
The video camera system includes a recording feature with archival capacity that stores images in a digital format for a limited period of time. We need to discuss this issue. This provides the opportunity to review images after a reportable incident or near miss occurs, if/when a complaint is made, and/or for other clinical and administrative purposes, including training and quality improvement activities.  
Copies of records from the archived data may be made and stored separately when authorized by this policy or when litigation or any other legal or disciplinary action is anticipated, pending, or ongoing.

F. Access to View Video Images and Recordings

Access to viewing video camera system records is limited to the DCFS Administrator, DCFS Deputy Administrator and/or his/her designee(s), the Clinical Program Manager II of each facility, employee assigned to monitor the video equipment, and supervisors as appropriate.
G. Release of Information 

Anyone requesting review of or access to video camera system records must obtain authorization from the DCFS Deputy Administrator, and/or his/her designee(s).  Requests must be made in writing.
If a video camera system record is requested for investigation or discipline purposes or as the basis for any significant administrative decision, and in all cases where the inquiry is made by anyone other than a current DCFS staff member or employee, the DCFS must make a copy of the original record, which if authorized for release, is released to the requestor.  

G. Supervisory and Clinical Program Manager Accountabilities in the Use and Management of Video Camera System Technology 
The supervisor/Clinical Program Manager(s) is responsible for the following:

1. Ensuring the video camera system technology is used for its intended purpose at all times and reporting immediately to the Deputy Administrator and/or their designee(s) when there are actual or suspected breeches in the use of this system.
2. If the supervisor/Clinical Program Manager(s) is either informed of or independently determines the video camera system is not working or appears to have been tampered with or damaged, the supervisor/Clinical Program Manger(s) is responsible for immediately notifying the DCFS Deputy Administrator and/or their designee(s) about the status of the equipment.

The supervisor/Clinical Program Manager(s) is responsible for completing an Incident Report (IR) Form (Attachment B) regarding the status of the equipment within 24 hours from when it was determined the equipment was no longer operational or has limited functionality. The supervisor/Clinical Program Manager(s) will be responsible and accountable for ensuring the accuracy and thoroughness of the information being reported on the IR form. 

The supervisor/Clinical Program Manager(s) will be responsible for collaborating with the Deputy Administrator and/or their designee(s) in whatever actions are needed or requested to determine the cause and resolution for the operational loss or limitation of the video camera system.   This may include additional staff training or additional supervisorial oversight in the DCFS residential program. 
IV. DEFINITIONS 

A. Client Right(s)

Includes, without limitation, all rights provided to a [client] pursuant to NRS 433.456 to 433.536, inclusive, and any regulations adopted pursuant thereto.
B. Critical Incident

Any actual or alleged event or situation that creates a significant risk of substantial or serious harm to the health or welfare of a client, staff member or stakeholder. It is also an event or situation which could have, or has had, a negative impact on the mental and/or physical well being of a client, staff member or stakeholder in the short or long term.

C. Video Camera System
A network of cameras, monitors and computers placed at various locations in DCFS residential programs for the purpose of monitoring areas within viewing range of the cameras and maintaining a record of event occurring within those ranges. 

D. Video Camera System Records

Means images and data recorded and/or stored by the video camera system.  Primary records are those that are maintained in the system and its archival capacity.  Copies of records are those that are duplicated or reproduced in whatever form or format from the primary records. 
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