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I. POLICY

It is the policy of the Division of Child and Family Services’ Children’s Mental Health to provide timely notification to an individual if a breach of their unsecured protected health information is determined.  The notification, when applicable, will also be provided to the Secretary of Health and Human Services and the news media.  Breach notification is a requirement of the Health Insurance Portability and Accountability Act (HIPAA).  The Division of Child and Family Services’ Children’s Mental Health Programs are defined as a covered health care component under HIPAA, therefore, must maintain compliance with HIPAA Privacy and Security rules.

II. PURPOSE

To provide guidance for breach notification by the Division of Child and Family Services’ Children’s Mental Health when an unacceptable or unauthorized access, acquisition, use and/or disclosure of an individual’s protected health information occurs.  The breach notification will be carried out in compliance with the American Recovery and Reinvestment Act (ARRA)/the Health Information Technology for Economic and Clinical Health Act (HITECH) as well as any other federal or state notification law. 

Background:  HITECH significantly impacts the HIPAA Privacy and Security rules.  Prior to ARRA, HIPAA did not require notification when an individual’s protect health information (PHI) was inappropriately disclosed.  HITECH does require notification of certain breaches of unsecured PHI to the following:  individual who’s PHI was disclosed, Secretary of Health and Human Services, and the news media.  

III. DEFINITIONS 

Access:  Means the ability or the means necessary to read, write, modify, or communicate data/information or otherwise use any system resource.

Breach:  The term ‘‘breach’’ means the unauthorized acquisition, access, use, or disclosure of protected health information which compromises the security or privacy of such information, except where an unauthorized person to whom such information is disclosed would not reasonably have been able to retain such information.

For the purposes of this definition, compromises the security or privacy of the protected health information means poses a significant risk of financial, reputational, or other harm to the individual.

A use or disclosure of PHI that does not include the identifiers outlined in 45 CFR 164.514(e)(2),   to create a limited data set and removes the date of birth and zip code information does not constitute a breach.

Breach excludes:

1. Any unintentional acquisition, access or use of PHI by a workforce member or person acting under the authority of the covered entity if done in good faith and within the scope of authority and does not result in further use or disclosure in a manner not permitted under the Privacy Rule. 

2. Any inadvertent disclosure by a person who is authorized to access PHI within the covered entity to another person authorized to access the PHI at the same covered entity and the PHI is not further used or disclosed in a manner not permitted under the Privacy Rule. 

3. Any disclosure in which the covered entity has a good faith belief that an unauthorized person to who the disclosure was made would not reasonably have been able to retain such information.   

Business Associate:  Business Associate is an organization or individual who performs any function or activity on the behalf of the covered entity involving the use or disclosure of PHI and is not a member of the covered entity’s workforce.  For full definition refer to 45 CFR 160.103.   

Covered Entity:  A health plan, a health care clearinghouse, or a health care provider who transmits any protected health information in electronic form in connection with a standard transaction.  

Disclosure:  Disclosure means the release, transfer, provision of, access to, or divulging in any other manner of information outside the covered entity holding the information.

Division:  For the purposes of this policy, the term “Division” shall mean the Division of Child and Family Services’ Children’s Mental Health Services is a HIPAA covered entity to which the policy and breach notification apply.

Individually Identifiable Health Information:  Means health information in any form or media, including demographic information collected from an individual, that is created or received by a covered entity or a business associate of the covered entity and relates to individual, that relates to the past, present, or future physical or mental health condition of an individual, providing health care to an individual; or the past, present, or future payment for the individual’s health care; that identifies the individual or could reasonably be used to identify the individual; and that is transmitted or maintained in any form or medium. 

HITECH:  Health Information Technology for Economic and Clinical Health Act, Public Law 111-5.

Protected Health Information (PHI):  Protected health information means individually identifiable health information transmitted by electronic media, maintained in electronic media, or transmitted or maintained in any other form or medium.  For full definition refer to 45 CFR 160.103.

Secretary:  Shall mean the Secretary of federal Department of Health and Human Services (HHS) or the Secretary’s designee.

Secured Protected Health Information:  Protected health information that is rendered unusable, unreadable, or indecipherable to unauthorized individuals through the use of technology or methodology specified by the Secretary in the guidance issued under section 13402 of HITECH.

Secured protected health information includes:

1. Electronic PHI that has been encrypted as specified by the HHS approved methods of encryption.

2. The media on which the PHI is stored or recorded has been destroyed in the following ways:

a. Paper, film, or other hard copy media have been shredded or destroyed such that the PHI cannot be read or otherwise cannot be reconstructed.  Redaction is specifically excluded as a means of data destruction.

b. Electronic media have been cleared, purged, or destroyed such that the PHI cannot be retrieved.

This includes data at rest (i.e., data that resides in databases, file systems, and other structured storage systems), data in motion (i.e., data that is moving through a network, including wireless transmission), data in use (i.e., data in the process of being created), and data disposed (i.e., discarded paper records).  

Workforce:  Workforce means employees, contractors, temporary workers, students, interns, externs, volunteers, or other workforce members whose conduct, in the performance of work for a covered entity, is under the direct control of such entity, whether or not they are paid by the covered entity.

IV. PROCEDURES

A. Discovery of Breach:  A breach of PHI shall be treated as “discovered” as of the first day on which such breach is known to the Division, or, by exercising reasonable diligence would have been known to the Division (includes breaches by the Division’s business associates). The Division shall be deemed to have knowledge of a breach if such breach is known or by exercising reasonable diligence would have been known, to any person, other than the person committing the breach, who is a workforce member or business associate of the Division.   

Upon discovery of a potential breach, the Division’s workforce member or business associate will immediately notify the Division’s HIPAA Privacy Officer.  

B. Breach Investigation:  For potential breaches occurring from within the Division, the Division’s HIPAA Privacy Officer will act as the investigator of the breach.  The investigator shall be responsible for the management of the breach investigation, completion of a risk assessment, and coordinating with others in the Division as appropriate (e.g., administration, personnel, public relations, legal counsel, etc.).  The investigator shall be the key facilitator for all breach notification processes to the appropriate entities and may delegate as appropriate.  All documentation related to the breach investigation, including the risk assessment, shall be retained for a minimum of six years.   

Potential breaches occurring within a business associate of the Division, the Business Associate’s HIPAA Privacy Officer or designee will act as the investigator of the breach.  The investigator will report all findings to the Division’s HIPAA Privacy Officer.  

C. Risk Assessment:  For an acquisition, access, use or disclosure of PHI to constitute a breach, it must constitute a violation of the Privacy Rule.  A use or disclosure of PHI that is otherwise permissible would not be a violation of the Privacy Rule and would not qualify as a potential breach.  

To determine if an impermissible use or disclosure of PHI constitutes a breach, the investigator will need to perform a risk assessment to determine if there is significant risk of harm to the individual(s) as a result of the impermissible use or disclosure.  The investigator shall document the risk assessment as part of the investigation in the breach notification log noting the outcome of the risk assessment process (see definition of Breach).  The Division or Business Associate has the burden of proof for demonstrating that all notifications were made as required or that the use or disclosure did not constitute a breach.  

Five factors should be considered to assess the likely risk of harm (see Office of Management and Budget (OMB) M-07-16 May 22, 2007): 

1. Nature of the Data Elements Breached

The nature of the data elements compromised is a key factor to consider in determining when and how notification should be provided to affected individuals.   It is difficult to characterize data elements as creating a low, moderate, or high risk simply based on the type of data because the sensitivity of the data element is contextual. A name in one context may be less sensitive than in another context.   In assessing the levels of risk and harm, consider the data element(s) in light of their context and the broad range of potential harms flowing from their disclosure to unauthorized individuals.

2.
Number of Individuals Affected 

The magnitude of the number of affected individuals may dictate the method(s) you choose for providing notification, but should not be the determining factor for whether the Division should provide notification. 

3.
Likelihood the Information is Accessible and Usable 

Upon learning of a breach, agencies should assess the likelihood personally identifiable information will be or has been used by unauthorized individuals. An increased risk that the information will be used by unauthorized individuals should influence the agency’s decision to provide notification. 

The fact the information has been lost or stolen does not necessarily mean it has been or can be accessed by unauthorized individuals, however, depending upon a number of physical, technological, and procedural safeguards employed by the agency. If the information is properly protected by encryption, for example, the risk of compromise may be low to non-existent.  

Agencies will first need to assess whether the personally identifiable information is at a low, moderate, or high risk of being compromised. The assessment should follow the security standards and guidance provided by DHHS.  Other considerations may include the likelihood any unauthorized individual will know the value of the information and either use the information or sell it to others. 

4.
Likelihood the Breach May Lead to Harm 

a.
 Broad Reach of Potential Harm. The Privacy Act requires agencies to protect against any anticipated threats or hazards to the security or integrity of records which could result in “substantial harm, embarrassment, inconvenience, or unfairness to any individual on whom information is maintained.”   Additionally, the Division should consider a number of possible harms associated with the loss or compromise of information. Such harms may include the effect of a breach of confidentiality or fiduciary responsibility, the potential for blackmail, the disclosure of private facts, mental pain and emotional distress, the disclosure of address information for victims of abuse, the potential for secondary uses of the information which could result in fear or uncertainty, or the unwarranted exposure leading to humiliation or loss of self-esteem. 

b.
Likelihood Harm Will Occur. The likelihood a breach may result in harm will depend on the manner of the actual or suspected breach and the type(s) of data involved in the incident. Social Security numbers and account information are useful to committing identity theft, as are date of birth, passwords, and mother’s maiden name. If the information involved, however, is a name and address or other personally identifying information, the loss may also pose a significant risk of harm if, for example, it appears on a list of recipients patients at a clinic for treatment of mental illness. 

5.
Ability of the Agency to Mitigate the Risk of Harm. 

Within an information system, the risk of harm will depend on how the agency is able to mitigate further compromise of the system(s) affected by a breach. In addition to containing the breach, appropriate countermeasures, such as monitoring system(s) for misuse of the personal information and patterns of suspicious behavior, should be taken.   Such mitigation may not prevent the use of the personal information for identity theft, but it can limit the associated harm. Some harm may be more difficult to mitigate than others, particularly where the potential injury is more individualized and may be difficult to determine. 

D. Vetting and Review:  The Privacy Officer may vet a preliminary report through the Committee on Privacy & Confidentiality and make any necessary changes.  The Privacy Officer may submit an informal report to the appropriate Deputy Attorney General for review and comment on the determination of a breach.

E.
Timeliness of Notification:  Upon determination that breach notification is required, the notice shall be made without unreasonable delay and in no case later than 60 calendar days after the discovery of the breach by the Division or the Business Associate involved.  It is the responsibility of the Division or Business Associate to demonstrate that all notifications were made as required, including evidence demonstrating the necessity of delay.

F. Delay of Notification Authorized for Law Enforcement Purposes:  If a law enforcement official states to the Division or Business Associate that a notification, notice, or posting would impede a criminal investigation or cause damage to national security, the Division or Business Associate shall:

1. If the statement is in writing and specifies the time for which a delay is required, delay such notification, notice, or posting of the time period specified by the official; or

2. If the statement is made orally, document the statement, including the identity of the official making the statement, and delay the notification, notice, or posting temporarily and no longer than 30 days from the date of the oral statement, unless a written statement as described above is submitted during that time. 

G. Content of the Notice:  The notice shall be written in plain language and shall include, to the extent possible:

1. A brief description of what happened, including the date of the breach and the date of the discovery of the breach, if known.

2. A description of the types of unsecured protected health information that were involved in the breach.

3. Any steps individuals should take to protect themselves from potential harm resulting from the breach.

4. A brief description of what the Division is doing to investigate the breach, to mitigate harm to individuals, and to protect against further breaches. 

5. Contact procedures for individuals to ask questions or learn additional information, which shall include a toll-free telephone number, an email address, website or postal address.

H.
Methods of Notification:  The method of notification will depend on the individuals/organizations to be notified.  The notification shall be provided in the following form:

1. Notice to the individual(s)

a. Written notice.  Written notification by first-class mail to the individual (or next of kin or personal representative of a deceased individual) at the last known address, or if agreed to by the individual, specified as preference by individual, by electronic mail.  Notice may be provided in one or more mailings as information is available.

b. Substitute notice.  If there is insufficient or out-of-date contact information, a substitute form of notice reasonably calculated to reach the individual shall be provided.  Substitute notice need not be provided if there is insufficient or out-of-date information for the next of kin or personal representative.

i. If there is insufficient or out-of-date information for less than 10 individuals, substitute notice may be provided by an alternative form of written notice, telephone, or other means.

ii. If there is insufficient or out-of-date information for 10 or more individuals, then the substitute notice shall be in the form of a conspicuous posting for 90 days on the home page of the Division’s or business associate’s website; or conspicuous notice in major print or broadcast media in geographic areas where the affected individuals likely reside.; and 

c. The notice shall include a toll free phone number that remains active for at least 90 days where the individual can learn whether the individual’s unsecured PHI may be included in the breach.

d. If the Division determines that notification requires urgency because of possible imminent misuse of unsecured PHI, notification may be provided by telephone or other means, as appropriate in addition to the methods noted above.

2. Notice to Media:  Notice shall be provided to the media outlets serving the state and regional area when the breach of unsecured PHI affects more than 500 individuals.  The Notice shall be provided in the form of a press release.

3. Notice to Secretary of HHS:  Notice shall be provided to the Secretary of HHS as follows below:

a. For breaches involving 500 or more individuals, the Division shall notify the Secretary as instructed at www.hhs.gov at the same time notice is made to the individuals.

b. For breaches involving less than 500 individuals, the Division shall maintain a log of the breaches and annually submit the log to the Secretary during the year involved.  Instructions for submitting the log are provided at www.hhs.gov.

I. Documentation Requirements and Burden of Proof:  In the event of use or disclosure in violation of the HPAA Privacy rule the Division or Business Associate as applicable shall have the burden of demonstrating that all notifications were made as required or to document that the use or disclosure did not constitute a breach.  

J. Maintenance of Breach Information/Log:  The Division shall maintain a process to record or log all beaches of unsecured PHI regardless of the number of individuals affected.  The following information should be collected/logged for each breach (see attachment: Breach Notification Log):

1. A description of what happened, including the date of the breach, the date of the discovery of the breach, and the number of patients affected, if known.

2. A description of the types of unsecured protected health information that were involved in the breach (e.g., full name, Social Security number, date of birth, home address, account number, etc).

3. Resolution steps taken to mitigate the breach and prevent future occurrences.

K. Business Associate Responsibilities:  A Business Associate of the Division will immediately notify the Division upon discovery of breach or suspected breach of individual protected health information.  The Division will work with the Business Associate in determining or confirming a breach has occurred.  Upon determination a breach has occurred the Business Associate must submit a report to the Division in writing and include the following:

1. A brief description of the incident;

2. The date of the incident;

3. The date the incident was discovered by the Business Associate;

4. A thorough description of the unsecured protected health information that was involved in the incident;

5. The number of individuals whose protected health information was involved in the incident; and the steps the Business Associate is taking to investigate the incident and to protect against further incidents.

The Business Associate must take prompt corrective action to cure any such deficiencies and mitigate any significant harm that may have occurred to individual(s) whose information was disclosed inappropriately.  The Business Associate will be responsible for all breach notifications whether to the individual, media, or Secretary.  The Business Associate must provide evidence to the Division that appropriate notification has occurred.  

L.
Workforce Training:  The organization shall train all member of its workforce on the policies and procedures with respect to PHI as necessary and appropriate for the members to carry out their job responsibilities. Workforce members shall also be trained as to how to identify and report breaches within the Division.

M. Complaints:  The Division must provide a process for individuals to make complaints concerning the Division’s individual privacy policies and procedures or its compliance with such policies and procedures.  Individuals have the right to complain about the Division’s breach notification processes.

N. Sanctions:  The Division shall have in place and apply appropriate sanctions against members of its workforce who fail to comply with privacy policies and procedures. In addition, the HIPAA civil and criminal penalties assessed as a result of an audit, breach, or violation of HIPAA or HITECH laws or regulations may be applied to the Division or Business Associate as well as the individual workforce members.

O. Retaliation:  The Division may not intimidate, threaten, coerce, discriminate against or take any other retaliatory action against an individual for reporting an alleged HIPAA violation or breach.  
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