ATTACHMENT E………………………Sample Notification Letter to Patients
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DEPARTMENT OF HEALTH AND HUMAN SERVICES

DIVISION OF CHILD AND FAMILY SERVICES
4126 Technology Way – 3rd Floor

Carson City, Nevada  89706

(775) 684-4400

SAMPLE BREACH NOTIFICATION LETTER TO PATIENTS

[Date]

[Name here]

[Address 1 Here]

[Address 2 Here]

[City, State Zip Code]

Dear [Name of Organization Patient or Patient Name]:

The [Division Name] takes our commitment to safeguarding your personal information very seriously. We are writing to inform you of a recent incident that [may have] involved your personal identifiable information (including [delineate information here as applicable, Name, SSN, etc.]).  We are sending you this letter not only to notify you of the incident, but to share information on some steps you can take to safeguard your personal information to ensure that it is fully protected if you believe it may have been compromised.  

[REQUIRED – Description of what happened including the elements below:]

A. A brief description of what happened, including the date of the breach and the date of the discovery of the breach, if known.

B. A description of the types of unsecured protected health information that were involved in the breach (such as whether full name, Social Security number, date of birth, home address, account number, diagnosis, disability code or other types of information were involved).

 [Optional – include steps they can take to mitigate the effects of the breach if applicable, for instance if a mailing was misdirected they can return unopened or opened envelopes to us.]

[Optional – if applicable]

At present, we have no indication that your personal identifying information has been compromised or misused and it is likely that you are not affected by this incident.]

[REQUIRED steps individuals should take to protect themselves from harm.]

We recommend that you consider monitoring your financial accounts carefully for any suspicious activity and take appropriate steps to protect yourself against potential identify theft if you believe your personal identifying information may have been compromised.  

The Federal Trade Commission has a comprehensive online guide that may provide you with valuable information to protect yourself at:  

 http://www.ftc.gov/bcp/edu/microsites/idtheft/consumers/compromised.html
You may also want to monitor your credit report and consider a fraud alert.  A fraud alert is a consumer statement added to your credit report to alert creditors of possible fraudulent activity and requests that creditors contact you prior to establishing accounts in your name.  To place a fraud alert on your credit report you can contact any of the three credit reporting agencies and make such a request at no cost to you.  Online links to each can be found at the website above or you can use the contact information below.

Equifax 

1-800-525-6285

www.equifax.com
P.O. Box 740241

Atlanta, GA 30374-0241

Experian 

1-888-EXPERIAN (397-3742)

www.experian.com
P.O. Box 9532

Allen, TX 75013

TransUnion

1-800-680-7289

www.transunion.com
Fraud Victim Assistance Division

P.O. Box 6790

Fullerton, CA 92834-6790


REQUIRED – A brief description of what the Division is doing to investigate the breach, to mitigate harm to individuals, and to protect against further breaches.

We take seriously our role of safeguarding your personal information and using it in an appropriate manner.  [If appropriate, direct blame where it lies, for example – Despite our stringent policies and procedures, it appears that this is a deliberate intrusion into our records…] The [Division Name] apologizes for the stress and worry this situation may cause you.  We are doing everything we can to rectify the situation.

REQUIRED - contact procedures for individuals to ask questions or learn additional information, which includes a toll-free telephone number, an e-mail address, Web site, or postal address.  Choose appropriate communication media.]

If you have any questions please contact [reference HIPAA Privacy officer if letter is from another sender in Division or self if Privacy Officer is signer.  Provide name and phone number.]  

[Insert Closing Paragraph Based on Situation] 

Sincerely,

[Insert Applicable Name/Contact Information]

MICHAEL J WILLDEN


Director





DIANE COMEAUX


Administer





JIM GIBBONS


Governor
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